o __________________________________________________
Uuganbayar Lkhamsuren

I'm a Penetration Tester With 4 Years Of Learning Experience In Finding And Fixing Web Vulnerabilities.
| Know Lot About Software Development Too. | Enjoy Solving Hacking Challenges And Have Taken Part
In CTF, Hacking Contests To Keep Learning And Improving.

£ uug4na@gmail.com R, +976 95498919

===  WORK EXPERIENCE

Animax
Penetration Tester Aug 2022 - Sep 2022

» Executed BlackBox Pentest On Biggest Anime Casting Platform Of Mongolia, Found 8+ High
Vulnerabilities Like Account Takeover, XSS, SSRF, IDOR etc.

Infinite Solutions - Full Time
Cyber Security Specialist Oct 2022 - Nov 2024
» Executed 20+ White Box & Black Box Pentest On Diversy Platforms
* Enhanced Security By Integrating "OPENCEX", an Open-Source Cryptocurrency Exchange Engine,
Reducing The Attack Surface By 70% Through Code Modifies For One Of Mongolia's Largest Crypto
Exchanges.

Unread LLC - Remote ( Contract )
Software Engineer Sep, 2023 - Present

* Reduced Attack Surface On Their Main Website By Modifying Source Code ( Fixed Less Known
Attacks Like Open Redirect etc. )

* Used Strapi as a CMS and created custom APls

* Built New Project As Full-Stack Developer adept in Next.js and Tailwind for front-end, and Strapi for
CMS-backed Custom APIs. Applied Best Practices Collaboratively, Ensuring Code Quality.

* Dockerized long used PHP project

Unitel LLC
Information Security Engineer Jan 2025 - Present
« Built internal platform which handles penetration test requests which developers can send request
whenever they implement new feature ( Django, NextJS, Tailwind )
 Executed 20+ penetration test on diversy platforms (Mobile apps, web, api)
+ Red team simulation ( post exploiting, phishing )
* SOAR Automation

=mmmm  Certification

Offensive Security
OffSec Web Expert (OSWE) Aug, 2025

= SKILLS

+ Code Analyzing ( Golang, Javascript, Python, PHP, React, NextJS )
Real Life Web Development Experience

Strong Understanding Of Web Vulnerabilities

« Official, Detailed Report Writing Skill

+ Automation, Scripting ( Bash, Python )
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